Paper Type: Original Article 


Big Data and Computing Visions 


www.bidacv.com 


Big. Data. Comp. Vis. Vol. 2, No. 4 (2022) 149-153. 


Difference between Domestic and Hostile Applications of 


Wireless Sensor Networks 


Haoran Yu* 


School of Economics and Management, China Three Gorges University, China; FaTianYuff@163.com. 


Citation: 


Abstract 


iy [=] Yu, H. (2022). Difference between domestic and hostile applications of wireless sensor networks. Big 
: ata data and computing visions, 2(4), 149-153. 


Received: 26/02/2022 Reviewed: 01/04/2022 Revised: 09/04/2022 Accept: 01/05/2022 


1| 


COD cicensce Big 


Data and Computing 
Visions. This article is an 
open access article 
distributed under the 
terms and conditions of 
the Creative Commons 
Attribution (CC BY) 
license 
(http://creativecommons. 
org/licenses/by/4.0). 


Introduction 


In Wireless Communications (WCs) have enabled the development of low-cost and low power 
Wireless Sensor Networks (WSNs). Wireless sensor network have many potential applications and 
unique challenges [1]. They usually heterogeneous systems which contains many small devices, called 
sensor nodes, that monitoring different environments in cooperative [2]. Ie. sensors cooperate to 
each other and compose their local data to reach a global view of the environment. Sensor nodes will 
also operate autonomously [3]. In WSNs there are two other components, such as "aggregation 
points" and "base stations", which will have more powerful resources than normal sensors [4]. 
Aggregation points collect information from their nearby sensors, integrate them and then forward 
to the base stations to process gathered data, WSNs are vulnerable to many types of attacks and due 
to unsafe and unprotected nature of communication channel untrusted and broadcast transmission 
media, deployment in hostile environments [5]. 


Security plays a vital and complex requirement for these networks. It is very necessary to design an 
appropriate security mechanism for these networks, which attending to be WSNs constraints [6]. This 
security mechanism should cover different security dimension of WSNs, include confidentiality, 
integrity, availability and authenticity [7]. The main purpose of this paper is presenting an overview 
of different link layer attacks on WSNs and comparing them together [8]. The sensor's components 
ate sensor unit, processing unit, storage or memory unit, power supply unit and wireless radio 
transceiver, these units are communicating to each other [9]. The existing components on WSN's 
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architecture are including sensor nodes (motes or field devices that are sensing data), network manager, 
security manager, aggregation points, base stations (access point or gateway) and user/human interface. 
Besides, there are two approaches in WSN's communication models containing hierarchical WSN versus 
distributed and homogeneous WSN versus heterogeneous [10]. 


PROCESSOR TRANCEIVER — 


Fig. 1. Communication between processor and tranceiver. 
2 | Literature Review 


We can render any standard model capable of solving multiple tasks in various application domains. A 
literature review or narrative review is a type of review article. A literature reviews is a scholarly paper, 
which includes the current knowledge including substantive findings, as well as theoretical and 
methodological contributions to a particular topic [11]. 


Advantage 


I. It is scalable and hence can accommodate any new nodes or devices at any time [12]. 
Il. It is flexible and hence open to physical partitions [13]. 
III. All the WSN nodes can be accessed through centralized monitoring system [14]. 
IV. As it is wireless in nature, it does not require wires or cables [15]. 


3 | Working of Hostile Environment 


A hostile work environment may also be created when management acts in a manner designed to make 
an employee quit in retaliation for some action. A hostile work environment exists when one's behaviour 
within a workplace creates an environment that is difficult for another person to work in small issues, 
annoyances, and isolated incidents typically are not considered to be illegal [6]. To be unlawful, the 
conduct must create a work environment that would be intimidating, hostile, or offensive to a reasonable 
person. An employer can be held liable for failing to prevent these workplace conditions, unless it can 
prove that it attempted to prevent the harassment and that the employee failed to take advantage of 
existing harassment counter-measures or tools provided by the employer [17]. 


For example, if an employee reported safety violations at work, was injured, attempted to join a union, 
or reported regulatory violations by management, and management's response was to harass and 
pressure the employee to quit [18]. Employers have tried to force employees to quit by imposing 
unwarranted discipline, reducing hours, cutting wages, or transferring the complaining employee to a 
distant work location [19]. Thus, federal law does not prohibit simple teasing, offhand comments, or 
isolated incidents that are not extremely serious [20]. Rather, the conduct must be so objectively 
offensive as to alter the conditions of the individual's employment. The conditions of employment are 
altered only if the harassment culminates in a tangible employment action or is sufficiently severe or 


pervasive [21]. 
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4 | Domestic Environment 


The term 'domestic environmental experience’ was defined as users' experiences of cognitive perceptions 
and physical responses to their domestic built environments [22]. Domestic environments can be enriched 
through the implementation of Environmental Experience Design (EXD) by combining users' 
environmental, spatial and contextual factors that may accommodate occupants' needs and demands as 
well as their health and wellbeing [23]. Here, an EXD theoretical concept has been developed based on 
the 'User-Centred Design’ thematically framework [15]. 
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Fig. 2. Domestic environment. 


5 | Detailing with Hostile Environment 


The first step is to address the conduct with the proper authorities at your job. If this is not possible, or if 
you have tried it and the situation did not change, the next option may be litigation. An employment 
attorney in your area can help you fight to stop the behavior and receive compensation. If your workplace 
has become discriminatory and hostile, you do not have to suffer alone [16]. Technically, a hostile work 
environment is a workplace in which the conduct of supervisors or co-workers has created a discriminatory 
environment that a reasonable person would find so abusive or intimidating that it impacts the ability to 
work. If you are wondering whether your current work conditions could be considered a hostile work 
environment, continue reading for a list of requirements and examples [17]. Sometimes, people use the 
term “hostile work environment” in reference to nearly any unpleasant work situation: A rude boss, 
obnoxious co-workers, an unpleasant office or lack of benefits. It’s true that these issues can make a work 
environment very undesirable, but they do not necessarily meet the legal definition of a hostile environment 


[18]. 


Sensors in WSN are used to capture the environmental variables and which is used for data acquisition. 
Sensor signals are converted into electrical signals. It is used to receive the data produced by the Sensors 
and sends it to the WLAN access point. It consists of a microcontroller, transceiver, external memory, and 
power source. It receives the data which is sent by the Radio nodes wirelessly, generally through the 
internet. The data received by the WLAN Access Point is processed by software called as Evaluation 
Software for presenting the report to the users for further processing of the data which can be used for 
processing, analysis, storage, and mining of the data. 


WSNs have grown substantially over the years and have a momentous potential in diverse applications in 
areas of environmental science, medical sciences, telecommunications, education services, agriculture, 
surveillance, military services, etc it has been reported that notwithstanding the influential capabilities of 
WSNs, their effective development is still somehow stimulating and challenging. Presently, in deploying 
WSNs, some programming procedures have been anticipated, which emphasis mostly on issues of Low- 
Level-Based (LLB) systems. some of the primary applications and values, structures in WSNs project, 
developments and challenges drawn from some evidence and meta-data-based survey and assessments, 


which is anticipated to serve as an introduction on the applications and challenges of WSNs for persons 
interested in WSNs. 
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Fig. 3. A survey of wireless sensor networks. 


This is a WSN or Wireless Computer Network (WCN) that links or connects two or more devices by 
means of WC to form a LAN within a restricted location such as a computer research laboratory, 
household, institution, or workplace. This gives users the capability to move from place to place within 
the said location and remain connected or linked to the WN. Wireless LAN could also offer a connection 
to the wider cyberspace (internet) through a gateway. Most contemporary wireless LANs are based on 
the standards of IEEE 802.11 and are marketed under the Wi-Fi product designation. Wireless LANs 
have become prevalent for use in the several households, as a result of their ease of installation and use. 
They are also prevalent in commercial physiognomies that offer wireless access to their workforces and 
clients. 


Fig. 4. Application area of wireless network sensors. 


6 | Conclusion 


My conclusion is that, these networks always works on a small batteries for days, months, and even 
years depending on the requirements of monitored applications. These networks experience threats at 
vatious layers and, as such, are vulnerable to a wide range of attacks. The proposed scheme, also known 
as payload-based mutual authentication for WSNs, operates in 2 steps. First, an optimal percentage of 
cluster heads is elected, authenticated, and allowed to communicate with neighbouring nodes. Second, 
each cluster head, in a role of server, authenticates the nearby nodes for cluster formation. 
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